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Abstract

The passage of the Hong Kong National Security Law (NSL) and the
Safeguarding National Security Ordinance (SNSO) has led to significant
erosion of digital rights and civil liberties in Hong Kong. These laws have
not only expanded the definition of incitement, resulting in the prosecution of
individuals for peaceful online speech, but have also driven widespread self-
censorship among citizens.

With the advancement of Article 23 legislation, digital surveillance
and restrictions are expected to intensify, further hindering the free flow of
information and amplifying citizens’ apprehension of expressing opinions
online. This article analyzes the erosion of digital rights in Hong Kong by
examining the application of sedition charges online, the dilemmas faced by
internet service providers (ISPs), and cases of website blocking.

The article highlights that the expansion of sedition under the National
Security Law (NSL) and the Crimes Ordinance conflicts with the principle
of technological neutrality. For instance, the act of sharing hyperlinks
is considered seditious, violating technological neutrality and thereby
undermining freedom of expression. Cases such as those of Ho-cheong Wong
and Pui-yee Hui demonstrate that both users and platform administrators may
face legal liability for user-generated content.

In addition, the government has imposed heightened regulatory
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obligations on ISPs, requiring them to block content deemed a threat to
national security. This further infringes on technological neutrality and
weakens freedom of expression online. The ruling in the Stand News case has
lowered the threshold for sedition convictions, thereby increasing the legal
risks for ISPs.

The enactment of the Safeguarding National Security Ordinance
(SNSO) has extended governmental control over expression, with its scope
now covering a global audience, thereby imposing greater restrictions on
Hong Kong dissidents and multinational technology platforms. The vague
definitions within the ordinance make it difficult for citizens and businesses
to judge what actions may violate the law, intensifying self-censorship and the
chilling effect on expression.
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